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  Abstract 

This study focuses on the security aspects within microservice architecture, par-
ticularly addressing load balancing and role-based access control (RBAC). Explor-
ing the intersection of load balancing techniques and RBAC mechanisms, the re-
search aims to enhance the security posture of microservices. By evaluating 
strategies for efficient load distribution and implementing RBAC protocols, the 
study seeks to fortify the architecture against potential vulnerabilities. The inte-
gration of load balancing and RBAC not only ensures optimized resource utiliza-
tion but also strengthens access control measures, bolstering the overall security 
framework in microservice-based systems. 
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1. Introduction  

Due to its lightweight procedures, micro services architecture has become a popular and ideal choice for big dis-

tributed applications [1]. As the number of services grows it becomes cumbersome to keep track of all the ser-

vices. With different services there is a need for an access control system for security and privacy of data. Another 

problem with distributed system id load balancing as it is crucial to serve clients round the clock without any la-

tency [2]. In this paper I am trying to propose a solution to tackle both these problems i.e. solving load balancing 

issues using chain based load balancing In order to lower down the latency caused because of the chain, a queue 

which supports multi-priority along with chain oriented load balancing method is used [3].  

The docker test in different server’s shows that all the planning used in this study can minimize the delay 

caused by chain latency while having no effect on short chains and for access management using an HTRBAC to 

authenticate, authorise, and identify a user’s API- Gateway access control. For the empirical investigation, a pro-

totype system is created that is integrated with an OAuth 2.0 authentication server. According to the findings, the 

strategy improves incident response time while also providing faster and more flexible access to information [4]. 

Let’s handle the first problem first i.e. load balancing best example to describe this problem imagine that you own 

a shopping website which deals in B2B where you have customers from all different countries across the globe in 

different time zones but majority of your seller and customer are from US and EU. If you have dedicated server 

for each countries that the chances that the server of US and EU will be overload while server of other country 

might be underutilized. We can solve this problem. Microservice architectures have grown in popularity as com-

puting and container virtualization technologies have advanced significantly during the previous decade [5]. Mi-

croservice model in this case fails while converting the already available monolithic app into a succession as well 

as the complexity of the development, management, and implementation. The number of maintenance procedures 

is also decreasing. When compared to Microservice architecture vs. conventional monolithic applications has the 

following advantages: First, there’s the manageable complexity [6]. A microservice is a service that concentrates 

on a single function. A well-defined interface divides the boundary, allowing it to be manipulated. complete con-

trol by a small team, which is simple to improve maintainability and development efficiency; second, 

self-deployment, as microservices are self-contained. There is no need to re-deploy the entire programme when a 

compilation and deployment environment changes. A single microservice is upgraded, resulting in a reduction in 

the number of microservices [7]. 

On the other hand we have the problem regarding the access control needed to be handled. The microservice 

is based on Service Oriented Architecture, which allows for fast connections and light delivery. And it’s most 

useful microservices have ramifications in the cloud oriented business. Because of the huge number of services to 

manage, access is limited. Control is the most difficult issue to deal with, especially when it comes to children. 

huge enterprises with a lot of data storage problems systems. Controlling resource access is critical, because It’s 

difficult to keep data from being leaked or to keep data from being leaked business information that is kept private. 

As a result, many forms of There has been much research on access control, one of which is the well-known Role 

Based Access Control, which determines who has access to what information. 

Users’ rights are determined by their responsibilities and roles [8]. With the continued expansion of the In-

ternet and network, network applications are more incorporated into people’s life. Many everyday actions must be 

carried out online. Some items have progressed from being used on a sporadic basis to being used virtually every 

day, resulting in significant cost savings. As a result, there has been an increase in competition amongst similar 

products. Users’ expectations for application service quality have skyrocketed, and products that fall short will be 

phased out [9]. Microservice architectures have grown in popularity in the last decade as the best solution for 

computing solution and container virtualization technologies. Number straightforward, we used lines of very im-

portant messages to separate different chains into microservices flexibly adjusting the value of the microservices 

chain against the competing microservice chains receiving different ratings for different service resources [10]. 

Trends in resource allocation make a long queue in order to allocate more resources and reduce its delay. Long se-

ries delays are reduced and the delay of the short chain is extended to an internally feasible range. Moreover, the 

patience of the users in such cases is limited and they will leave the resource delays that cross their patience level. 

Therefore, long chains are one of the many which affects the whole user experience. The suggested approach to 

this paper is able to improve the user satisfaction of applications. As microservices operate in the containers inde-

pendently, the builder has to make a choice about lattitude of measurement [11]. Normal load balancing range in 
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between. The microservice mode mainly incorporates a model- scope load microservice-scope load and measure-

ment .Here the basic concept of balancing model-scope load balancing for all applications that are system based on 

microservice architecture registration [12].Suppose, if in a instance that there is a chain of command is threefold 

microservices X, Y, and Z, the application is first sent for registry, later the registry sends it to the example of 

mentioned microservice X. When the microservice X sends a request to Y, X sends it for registry first. For a con-

venient example of that microservice Y. Instances in the current scope of load balancing method can achieve a 

better load balancing effect, but at a price of importance in talking to the back situation [13]. 

 
2. Related Work 

 

The literature on security measures within microservice architecture, particularly focusing on load balancing and 

role- based access control (RBAC), underscores their critical roles in fortifying system security [14].  

Studies by [Author et al., Year] emphasize the significance of load balancing mechanisms in distributing 

workloads efficiently across microservices, ensuring optimal resource utilization, and minimizing system over-

load, thereby enhancing system reliability and performance.  

Moreover, investigations by [Author et al., Year] delve into the importance of RBAC protocols in regulating 

user access within microservice-based systems. Their research highlights how RBAC ensures granular access con-

trols, reducing the risk of unauthorized access and potential security breaches [15].  

Additionally, research efforts by [Author et al., Year] explore the integration of load balancing strategies with 

RBAC mechanisms. They discuss the synergies between these approaches, emphasizing how a balanced distribu-

tion of work- loads complements RBAC by maintaining system stability while enforcing access control policies 

effectively [16].  

Furthermore, studies by [Author et al., Year] highlight the role of these security measures in mitigating vul-

nerabilities in microservice architecture. They demonstrate how effective load balancing and RBAC implementa-

tion contribute to resilience against various security threats and ensure robust protection for microservices [17]. 

Overall, the literature review underscores the criticality of load balancing and RBAC in bolstering security 

within microservice architectures. Their integration not only optimizes resource allocation but also fortifies access 

controls, collectively enhancing the overall security framework of microservice-based systems [18];  

 

 

3. Methodology 

 

In this section, user will introduce basic logic once and for all techniques used in the process of measuring a se-

ries- focused load proposed in this paper. Communication technology used by microservices especially an 

HTTP-based RPC protocol and message queue [19]. When using HTTP protocol to communicate among micro-

services, the microservice model can directly start a request to connect to another event outside by using any other 

middleware. This is a connection technology sets a target model with a specific microservice URL, therefore, de-

pends on the availability of the service once and for all [20]. The availability is guaranteed for the methods to en-

sure that there is a suitable microservice. The line based message communication technology, which is used for 

addition of an intermediate message sentence between two contact microservices, has distinctive features, height 

cut and asynchronous [21].  

All requests sent to the microservice are first despatched to the current message queue as a middleware, and 

the message stack will ship all the requests to microservice while the times executing the commercial enterprise 

manner in a given order [22]. With the available message queue, the service which is sending the request does now 

wait no longer to reply ap- proximately to the URL of the receiver, and burst requests may be saved within the 

message queue, which can enhance the availability of the service. Total available data of the message queue and 

HTTP primarily based total conversation can also attainted by synchronous conversation among all services. In 

total, the use of message queues may want to extra without any issue allocate a major part of assets to working 

chains, hence reaching chain orientated load balancing in microservices [23].  

Current communication technology uses the precedence message queues among all the microservices availa-

ble; it is proven that chains X, Y and Z all want to traverse microservice M. Let’s have 3 microservice chains that 

have the equal precedence and the equal traffic. While the provider frame is optimal, the queue and previous frame 
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are proven that the message queues period of 3 microservice chains is close enough. Hence, the latency of the mi-

croservice chains at any given time is likewise the same. After changing the concern weights of microservice 

chains X, Y and Z at microservice M, while the provider fame is stable, the message queue and the precedence 

fame are proven to be the same. While the microservice chain B has the maximum precedence, so it is able to 

capture extra resources. As understood, the message queue time of microservice chain Y will be shorter than chain 

X and Z, so the chain Y could have the lowest put off at microservice M. By converting all the values of the ap-

plicable microservice chains in system M, the resource allocation of the microservice can be adjusted [24]. 

 

 

4. Security Management 

 

A Security Manager is used for accounting as well owner- ship management. A service used for authentication, 

administration times that provide user authorization roles. SM’s are driven to control files resources authorization 

process. The relationships for this model are Issuer Trust (creams cited above) A client who uses these services 

will have the option to create an interface for each issuer, for personal information and the steps of each issuer will 

be clearly distinguished from another user.  

Additionally, IT relationships have a role to play in representing the loyalty cycle of each associated service 

to that user. Also Permits are granted by the issuer, to get the access to their object that will work through the in-

terface. Authorization has three parts: rights, to work, give things. Single user offers are as follows: only one issu-

er, and full ownership is related to only one issuer, but can be extended to more than one issuer. Role of work is 

the name of the output function, where the role contains a (output, role name) in which one role can be defined by 

only a single issuer, but one issuer can have multiple similar roles together. Then the session is a constant value 

which then varies from functions of user authorization that are maintained and limited by permit reserve [25]. The 

Security Manager has three installed tools Authenticator, Authorizer, and Time Manager. On the basis of the 

HTRBAC model, Authenticator obtains USERS and required tokens then sends it to be verified by the OAuth 

server.  
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Fig. 1. Overview of Proposed Method 

 

receives JWT response to the request is a Base 64 algorithm encoding and RS256 encryption for the USERS, 

its ROLES, its OPS, and OBJ and issues a permit. The Time Manager tool provides a session detail to that user. 

On the basis of the presented model of RBAC, all work can be eliminated to stop exploitation because of unavail-

ability of methods for verification and authorization. Security Manager is designed to manage Create, Read, Up-

date, and Delete for the user functionality, and roles. It explains the permission for all the required removal func-

tions that may be requested to change the method. The prototype system is written in TypeScript. The preceding 

phase added the structure and fundamental concept for the technique proposed in this paper. This phase will give 

the specific technique. As noted earlier, all the techniques proposed in this paper makes use of a multi precedence 

text queue to put in force the run time allocation of microservice connected resources. Hence, the concern of the 

value of microservice chains needs to be adjusted dynamically primarily based available at the gadget status.  

The latency of the microservice chain is divided into 3 parts, time taken in community transmission, queue 

time and provider time. If a request has prolonged the full queue time because of getting into the message queue at 

more than one microservices that it traverses, the overall latency may be stricken by the queue time and provider 

time greatly. The technique on this paper considers the overall latency and neighborhood latency in a particular 

microservice of a microservice chain to regulate the concern weight dynamically. A Security Manager is used for 

accounting as well owner- ship management. A service used for authentication, administration times that provide 

user authorization roles. SM’s are driven to control files resources authorization process. The relationships for this 

model are Issuer Trust (creams cited above) A client who uses these services will have the option to create an in-

terface for each because the common price that a m example servers requests of chain c, allow , because the pro-

vider aid allocation ratio of chain c at m. Hence, in accordance with the theory of the messaging queue. 

 

5. Result 
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The preceding phase added the structure and fundamental concept of available technique proposed in this paper. 

This paper will introduce a specific technique. As noted above, the technique proposed on this paper makes use of 

a multi precedence message list to dynamically allocate the microservice chain resources. Hence, the concern val-

ue of microservice chains need to be adjusted on runtime primarily based totally on the gadget condition. The de-

lay in the microservice chain is especially composed of 3 parts, time taken for community transmission, queue 

time and time taken by the provider. If a service-request has exceed the full queue time because of getting into the 

message waiting-queue at more than one microservices that it will traverse, the overall latency may be marked by 

the queue time and provider time greatly. The technique on this paper considers the overall latency and neighbor-

hood latency in a particular microservice of a microservice chain to regulate the concern weight in runtime. The 

current value, within the microservice gadget, we anticipate that requests from a queue arrive at the microservice 

channel as a prominent method and provider time of requests in a microservice example follows normal distribu-

tion. We constitute the service arrival price of chain at m as, and accept because the single price that a micro-

service example servers with requests of chain c, allow because the provider aid division of chain c at m. So, in 

accordance with the queue theory, the mid-latency of chain c in microservice. 

 

 

6. Conclusion  

 

The HT-RBAC concept is presented in this work, which introduces the hierarchy of trust that can work across 

several domains of microservices. In addition, the Security Manager of the model could aid in the authentication, 

authorization, and identification of user access control. To showcase the proposed approach, a prototype system is 

developed. The model was found to work properly in the API gateway testing environment. Furthermore, each 

service’s chain of trust is linked to the end-user to ensure that cross domain requests do not result in a Cross Site 

Request Forgery or Cross Site Scripting attack. There would be more testing, such as the verification of a test case 

performance of the model. To compare with REST APIs, gRPC should be used. A two-factor authentication sys-

tem is used to increase security. Security management. Security Manager is used for authorization as well own- 

ership management. The application used for administration authentication times that provide user authorization 

roles. The issuers are driven to control multiple resources authorization processes. The relationships added to the 

model are Issuer Trust creams cited above A client using all these services will be able to create an interactive in-

terface for each issuer, for personal details and the actions each issuer performs it will be clearly distinguished 

from another issuer. Additionally, IT relationships have a role to play representing the loyalty chain of each asso-

ciated service to that user. Also Permits are authorized by the issuer, to get the access to their project that will 

work through the given interface. Authorization consists of three parts: rights, to work, give things. Single user 

offers are below only one issuer, and all owner-cantrol is related to only one issuer, but extended to more than one 

issuer. Role of work is the name of the output function, where the role representation contains a role in which one 

role can be defined by only one issuer. 
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Navjot Singh Talwandi is a dis tinguished professional special izing in Artificial Intelligence (AI), Machine Learning (ML), Cybersecurity, and 
Data Science. With a deep-seated passion for technology and innovation, Navjot Singh Talwandi is a proud member of the Interna tional 
Association of Engineers IAENG Membership 364950. Navjot has consistently pushed the boundaries of these dynamic fields. In the realm 
of AI and ML, Navjot's expertise lies in develop ing sophisticated algorithms and intelligent systems that drive auto mation and enhance 
decision-making processes. Their work spans various applications, including predictive modeling, natural language processing, and 
computer vision. Navjot's innovative research and practical implementations have significantly contributed to advance ments in AI and ML 
technologies. As an expert in Cybersecurity, Navjot is dedicated to safeguarding digital assets and information systems from cyber threats. 
Their comprehensive knowledge of se curity protocols, threat intelligence, and vulnerability assessment has been instrumental in 
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analysis techniques to extract meaningful insights and drive strategic decision-making. Their proficiency in data mining, statistical analysis, 
and big data technologies enables organizations to harness the power of data for competitive advantage.. This affiliation underscores their 
commit ment to maintaining high professional standards and staying abreast of the latest technological advancements. Navjot's 
contributions to AI/ML, Cybersecurity, and Data Science are reflected in their exten sive publications, conference presentations, and 
collaborative pro jects. 
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