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ABSTRACT

The paper proposes a deep learning-based framework for real-time fault detection in the networked
structure of cyber-physical systems (CPS), using embedded edge devices. The suggested method
combines multi-modal sensor data fusion with lightweight neural models and an adaptive feedback
mechanism, enabling efficient on-device inference in dynamic situations. According to the
experimental analysis of CPS benchmarks for detection accuracy, latency, and energy consumption,
there is a +19.3 % improvement in detection accuracy, a -18.6 % decrease in latency, and a -13.1 %
decrease in energy consumption relative to the baseline models. Moreover, there are system reliability
gains of +21.8%, giving it resilience in the noisy and time-sensitive environment. Scalable deployment
in industrial automation, smart grids, and autonomous systems is supported by the architecture, which
has low computational overhead. These findings substantiate the claim that deep learning with edge
computing can be significantly more responsive, flexible and energy-efficient for real-time CPS fault
detection.

Keywords: Cyber-Physical Systems, Fault Detection, Deep Learning, Edge Computing, Real-Time Monitoring,
Adaptive Systems.

1. Introduction

The concept of cyber-physical systems (CPS) combines computation and communication with physical
processes to provide intelligent control and monitoring in the fields of smart grids, industrial
automation, and autonomous systems. These systems are exposed to a highly dynamic and distributed
environment, making them susceptible to failures that may reduce performance or cause critical
outages. Fault detection must then be performed in real time to guarantee the reliability and operational
safety of the system. Nevertheless, new capabilities of CPS, driven by growing complexity and size,
pose challenges in managing heterogeneous sensor data and responding promptly under varying
conditions [1-4].

Deep learning algorithms have shown relatively strong performance in detecting patterns of irregularity
in CPS data and identifying anomalies. Convolutional and recurrent neural networks have demonstrated
great effectiveness in the detection of faults in comparison with conventional machine learning
techniques. Regardless of these positive attributes, the majority of deep learning techniques are based
on centralized cloud-based environments that make them very sluggish in terms of latency, bandwidth
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usage and energy consumption. Such shortcomings detract from their usage in the real-time CPS
environments requiring rapidity in the decision-making process [5—8].

It has been found that edge computing is a promising paradigm that will overcome such challenges by
facilitating the local processing of data and eliminating the reliance on centralized systems. With the
application of lightweight deep learning models to embedded edge devices, it can be expected to have
larger response times and increased energy efficiency. Nevertheless, currently used edge-based
solutions are not very versatile and are not able to utilize multi-modal sensor information effectively in
changing environments. This brings out the necessity of a dynamic, effective and scalable model of
real-time CPS fault detection [9-12].
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Figure 1: Graphical abstract of deep learning-based CPS fault detection framework.

The entire pipeline of the system consists of the multi-modal sensor inputs that are sent through the
feature extraction and fusion step and interpreted via edge-based deep learning models and improved
through adaptive feedback control to ensure effective real-time fault detection, as shown in Fig. 1.

This paper presents a proposal for a real-time fault detection adaptive deep learning framework of CPS
with embedded edge devices. In Section 2, the authors have surveyed the literature and in Section 3,
the definition of the problem and objectives has been provided, followed by the methodology in Section
4, description of the experiment in Section 5, discussion of results in Section 6 and conclusion of the
work in Section 7.

2. Related Research

The convolutional neural networks and recurrent neural networks ideas of deep learning have been used
extensively to CPS fault detection with a high accuracy rate of detecting anomalies in sensor data.
Nonetheless, such models usually demand substantial computing resources and are usually
implemented in centralised setups and hence their real-time applicability is often restricted [13-15].

Edge computing is proposed to minimise the latency duration and allow local computing in CPS. Edge-
based fault detection systems are more responsive and less resource-intensive than packet-based
systems; however, most systems are based on simplified models that undermine detection time and are
not adaptable to changing conditions in the system [16-18].

Recent hybrid means are trying to merge deep learning and edge intelligence, as well as adaptive
mechanisms. Although these approaches demonstrate a potential to enhance efficiency and strength,
they are yet to be challenged when it comes to scalability, energy efficiency and non-hurdles integration
of multi-modal data in dynamic CPS settings [19-22].
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Table 1 contrasts existing CPS fault detection methods in terms of their characteristics, limitations, and
performance features, as well as their lack of adaptability, efficiency, and scalability, which the
framework in question will address.

Table 1: Comparative overview of CPS fault detection frameworks

Framework Key Features Limitations Example Reference
Type System

Traditional ML Simple, low cost Low accuracy SVM [13]

Deep Learning High accuracy High latency, resource | CNN/RNN [14]

heavy
Edge-based Low latency Reduced accuracy Edge Al [16]
Hybrid DL+Edge | Balanced Limited scalability Edge-DL [19]
performance
Adaptive Systems | Feedback-based Energy inefficiency RL-based CPS [21]

Despite evidence from current research on CPS fault detection using deep learning and edge computing,
limitations in flight flexibility, efficiency, and scalability still exist. The following section provides the
definition of the problem and establishes the research goals in order to overcome the challenges well.3
Problem Statement & Research Objectives.

3. Problem Statement & Research Objectives

The current fault detection methods in cyber-physical systems have a high latency, energy use is too
high and the flexibility of its implementation is low because it uses centralized processing as well as
fixed models. These constraints impede real-time decision-making and reduce system reliability, which
is highly demanded in dynamic, resource-constrained systems where fast, effective fault responses are
required.

Research Objectives:
1.  Create a multi-modal data integration system for CPS fault detection.
2. Develop a small learning model (Deep Learning) to be used in edge devices.
3 Install a dynamic system optimisation feedback system.
4.  Minimise the latency and energy usage of the real-time processing.
5. Come up with a single performance index to evaluate the system comprehensively.

To get beyond the mentioned challenges, a unified approach comprising deep learning, edge computing
and adaptive feedback is suggested. In the next section, one can see the system architecture,
mathematical formulations, and algorithms that enable effective real-time fault detection in CPS.
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4. Proposed Methodology

The offered architecture is based on the multi- modal sensor fusion, deep learning inference and
adaptive feedback optimisation, which are incorporated in embedded edge devices. It allows real-time
fault detection in CPS with a low latency rate and consumption rate of less energy without
compromising the detectability of the faults during dynamic conditions of operation.

Multi-Modal Inputs
(Sensors, Audio, Vision)
Feature Extraction

& Embedding

Deep Learning Model
(Edge Device)

1reshold Violated
Adaptive Feedback
(Latency & Energy Check)
Y
Performance Metrics
Accuracy | Latency | Energy

Figure 2: Process flow of deep learning-based CPS fault detection system

Adjust Weights

Fault Detection Output

Fig. 2 illustrates sensor data acquisition, feature embedding, multi-modal fusion, deep learning
inference on edge devices and adaptive feedback control. Performance metrics such as accuracy, latency
and energy are continuously monitored for real-time optimization.

Embedding of sensor data into feature space is defined as in Eq. (1):
Ei =f(x) (1)
where x; is the input sensor data and E; is the corresponding feature embedding.

Multi-modal fusion combines multiple embeddings into a unified representation in Eq. (2):

n
Efusion = U(Z wiE;) (2)
i=1

where w; are fusion weights and ¢ is a nonlinear activation function.
Deep learning inference generates fault prediction output as Eq. (3):

Y, = F(Efusionwg) 3)
where F is the model and 0 represents parameters.

Fault probability estimation is computed as in Eq. (4):

4)

P =——
E  1te
where P; is the probability of fault occurrence.

Training loss function for optimization is defined as in Eq.(5):
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L==)" [nlog(P)+(1-y)log(l - P)] (5)

t

where y; is the true label.

Average inference latency is calculated as in Eq.(6):

1 N
L=g), Ti®
i=1

where T; is processing time per sample.

Energy consumption during inference is expressed as Eq.(7):

E
Et — Eused (7)
total

where E,; 5.4 1s consumed energy and E;,;,; 1s available energy.
Dataset logging for adaptive learning is defined as in Eq.(8):
Dy = (x¢,Ey, Ly, P) (8)

where X; is input data at time t.

Adaptive feedback reward function is given in Eq.(9):

Ry = aAy + 8Dy — yL; — 6E; (9)
where A; is accuracy, D; adaptability score and «, 8, y, § are weights.
System Performance Index (SPI) is computed as Eq.(10):

spr = et De (10)
L+ E,

where higher SPI indicates better system performance.

The algorithm performs real-time fault detection by processing multi-modal sensor data, generating
embeddings, applying deep learning inference and optimizing performance using adaptive feedback. It
continuously monitors latency and energy, dynamically updating model parameters to maintain
accuracy and efficiency under varying CPS conditions.

Algorithm 1: Real-Time Adaptive Fault Detection in CPS Using Edge Deep Learning

Input: Multi-modal CPS sensor data
Output: Fault detection decision and system performance index

Steps:
1. Initialize model parameters 8, thresholds
2. Acquire sensor data x;
3. Compute embeddings using Eq.(1)
4. Perform fusion using Eq.(2)
5. Generate prediction using Eq.(3—4)
6. Compute loss using Eq.(5)
7. Measure latency & energy using Eq.(6—7)
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8. Update dataset using Eq.(8)
9. Optimize using reward Eq.(9-10)

5. Experimental set-up

Simulated and real-life CPS data are used to evaluate the proposed system until the manager is confident
in the system's performance under dynamic conditions. Embedded edge hardware is an embedded
system comprising sensors and communication modules that is being experimented on. Accuracy,
energy consumption, latency and system reliability are used to measure the performance. The baseline
models are compared with this to confirm that real-time detection and efficiency have improved across
various CPS scenarios.

Figure 3: Wiring diagram of CPS fault detection system with embedded edge components
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Fig. 3 illustrates relationships among sensors, embedded processors, memory modules, communication
interfaces as well as power modules. Sensors send data to the edge device to be processed and feedback

information controls the system behaviour, which provides efficient and real-time fault detection.

Table 2 will present the summarised datasets and they include size, modality and application domain as
well as the numerical properties that can be used to validate the performance of the proposed fault
detection framework.

Table 2: CPS datasets and characteristics used for experimental evaluation

Dataset Domain Modalities Samples | Fault Data Avg,
Name Classes | Size Sampling
(MB) | Rate (Hz)

Smart  Grid | Power Voltage, 50,000 5 120 60
Dataset Systems Current Sensors
IIoT Fault | Industrial Temperature, 35,000 6 95 50
Dataset IoT Pressure,

Vibration
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CPS Network | Network Sensor  Logs, | 40,000 4 110 55
Simulation CPS Traffic Data

Table 3 provides the hardware and software settings employed in the experiments, which, in this case,
reflect the computational processing capacities, edge device specifications, and structures that guarantee
reproducibility and real-time processing.

Table 3: System configuration for edge-based fault detection

Component Specification

Edge Device NVIDIA Jetson Nano
CPU Quad-core ARM Cortex
GPU 128-core Maxwell
RAM 8 GB

Framework PyTorch 2.2

(ON Ubuntu Embedded
Tools CUDA, TensorRT

The test environment will create a holistic testing environment using a variety of datasets and edge
hardware configurations. In the next section, detailed results and comparisons of major models are
provided to demonstrate improvements in accuracy, latency, energy efficiency, and adaptability.

6. Results and Discussion

The proposed model (Model E) is compared to four baseline models, namely Model A (SVM), Model
B (CNN), Model C (LSTM) and Model D (Edge-optimized DL). Findings indicate that Model E will
always outperform all baselines across key measures. It achieves higher fault detection accuracy
(90.5%) compared to Model A (71.2%), Model B (79.5%), Model C (83.1%) and Model D (85.7%).
Also, it is much lower in latency and energy usage and offers a much better adaptability, showing its
suitability in real-time CPS fault detection on edge devices.

254

20

-
w

Energy ())

,_.
o
L

Model A Model B Model C Model D Model E
Models

Figure 4: Energy consumption comparison across models
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Fig. 4 compares the power usage in all the models, indicating that the proposed model uses the minimum
amount of energy per inference cycle. This underscores its effectiveness and capability to run on the
resource-constrained edge devices.

Table 4 presents a descriptive summary of the energy consumption measure for each of the models
compared; it shows a considerable decrease in the energy consumption measure of the proposed
framework compared with baseline approaches.

Table 4: Energy performance comparison

Models

Model Avg Energy (J) Peak Energy (J) Efficiency (%)
A 245 27.2 60.1
B 22.8 25.4 64.3
C 21.9 24.1 66.8
D 20.7 22.8 70.5
E 19.4 21.6 74.2
| Model A Model C Model D

Figure 5: Fault detection accuracy comparison across models

Fig. 5 shows the accuracy of fault detection across CPS datasets. The proposed model is the most

accurate, as it has better learning ability and greater resilience compared with traditional and deep

learning baseline models.

Table 5 presents the accuracy rates of the models, indicating that the proposed approach is the most
successful in fault detection across varied CPS conditions.

Table 5: Accuracy comparison

Model Accuracy (%)
A 71.2
B 79.5
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Figure 6: Adaptability comparison under dynamic conditions.

Fig. 6 shows adaptability index under dynamic CPS conditions. The proposed model demonstrates the
highest adaptability, effectively adjusting to varying inputs and environmental changes compared to

baseline models.

Table 6 provides adaptability metrics, confirming improved robustness and dynamic response capability
of the proposed model compared to other approaches.

Table 6: Adaptability index comparison

Model Adaptability Index
A 0.58
B 0.64
C 0.69
D 0.72
E 0.81
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Figure 7: Latency comparison under real-time conditions.

Fig. 7 compares response latency across models, showing that the proposed model achieves the lowest
inference time, ensuring faster decision-making suitable for real-time CPS applications.

Table 7 presents the latency results for all models, showing a substantial decrease in response time with
the proposed framework.

Table 7: Latency performance comparison

Model Latency (ms)
A 340
B 310
C 295
D 270
E 257

These findings indicate that the suggested model obtains equal improvements in accuracy, latency,
energy efficiency and adaptability. The next section concludes the study and suggests future research
directions to improve CPS fault detection systems.

7. Conclusion and Future Work

In this paper, a real-time fault detection system for cyber-physical systems with embedded edge devices
is proposed, implemented using deep learning. The proposed model (Model E) achieves 90.5%
accuracy, outperforming Model A (71.2%), Model B (79.5%), Model C (83.1%) and Model D (85.7%).
It has a latency of 257 ms, down from 340ms in Model A and uses 19.4 J, which is more than 20 times
less efficient. The adaptability index goes up to 0.81 and this is very dynamic in dynamic environments.
These findings confirm the usefulness of edge computing with deep learning. Federated learning, multi-
agent CPS coordination, and improving security-conscious fault detection to enable scalable and
resilient deployments will become the focus of future work.
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