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ABSTRACT 

Modern network infrastructures have become highly vulnerable due to the rapid development of cyber-

physical systems (CPS). This is because the constant creation of high-volume, high-velocity data 

streams requires real-time anomaly detection, which is highly computationally intensive and latency-

sensitive. Although recent studies have explored deep learning and edge computing separately for 

anomaly detection, few studies have jointly integrated edge inference with cloud intelligence in a 

unified adaptive framework for CPS. Existing approaches generally suffer from one or more limitations, 

including high inference latency, high computational cost, insufficient scalability, or inability to 

continuously update deployed models. Therefore, there remains a need for an integrated architecture 

capable of providing accurate, scalable, and low-latency anomaly detection. In this paper, a solid 

anomaly detection framework is proposed that uses deep learning, integrating edge computing and 

cloud intelligence to enable efficient, scalable, and adaptable threat detection. The suggested system 

will include a structured pipeline that involves data acquisition, preprocessing, feature extraction, 

anomaly prediction, and adaptive feedback optimization. Low-latency inference can be achieved with 

edge nodes, while cloud resources can be used for computationally intensive training and model 

refinement. Experimental analysis shows that the suggested approach achieves 93.6% detection 

accuracy, 90.2% efficiency, 182 ms latency, a stability index of 0.89, and a total performance index of 

0.91. The findings confirm the usefulness of the hybrid edge-cloud paradigm in enhancing the accuracy 

of detection, minimal response time, and high system resilience and CPS settings. 

Keywords: Deep Learning, Cyber-Physical Systems, Network Anomaly Detection, Edge Computing, Cloud 

Intelligence, Cybersecurity 

1 Introduction and Research Background 

Cyber-physical systems (CPS) constitute an intimate level of combination of a more closely 

networked level. This is achieved by using computational smarts, communication systems, and 

bodily operations. Complicated monitoring, automation, and control of areas where 

sophistication is needed, such as automation in industrial use, smart grids, and electronic 

healthcare. Although this integration greatly contributes to the effectiveness of operations, 

system intelligence, and real-time responsiveness, it also increases the attack surface, making 

CPS infrastructures more susceptible to advanced and emerging cyberattacks [1], [2]. 

The inherent nature of CPS, which is real-time functionality, a distributed architecture of the 

system, and heterogeneous data generation, provides significant limitations to traditional 

mechanisms of anomaly detection. The methods traditionally used, which are mostly rule- or 

signature-based, are inflexible and simply unable to detect previously unknown or newly 
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developed attack patterns. Besides, the scalability of network traffic volume and complexity 

has been increasing exponentially, creating strong scalability limits with evidence of higher 

detection latency, higher rates of false positives, and deterioration in system reliability and 

resiliency in general [3], [4]. 

Recent progress in deep learning has proven incredibly efficient, as it enables the study of 

complex, nonlinear relationships implied by network traffic data. These models make it easy 

to automatically extract hierarchical and discriminative feature representations, hence 

enhancing detection performance and plasticity in dynamic settings. However, the real-world 

application of deep learning methods to CPS has been hampered by their high computational 

complexity and power consumption, and they are not always applicable to low-resource edge 

devices, limiting their use in real-time applications in distributed CPS systems [5], [6]. 

 

Fig.1. Graphical Abstract of the Proposed Framework. 

Fig. 1 shows the topology of the entire proposed process of anomaly detection with deep 

learning based on a network of cyber-physical systems (CPS), and it represents a full picture 

of the end-to-end data transport of the system. It also emphasises the continuous acquisition 

and transformation of the network traffic data with the help of preprocessing and feature 

extraction, and then through deep learning analysis to detect the anomalies. The framework 

also illustrates that real-time decision-making can be based on an adaptive feedback 

mechanism, which will allow one to continually improve detection performance. An important 

feature of the architecture entails the combination of edge computing and cloud intelligence, 

where edge devices support any low-latency and real-time inference, whereas cloud platforms 

support high scalability of computing resources to train and optimize models. The building is 

a mixing combination. design that is meant to ensure a proficient process of extensive network 

data and coupled with a prompt response to the information of the network. In general, the 

system supports continuous monitoring and reaction in advance so that it is possible to adapt 

to the changes and emergent cyber threats in the dynamic network environment. 

2 Related Research on AI Governance and Cybersecurity Compliance 

Traditional anomaly-based intrusion detection systems mostly rely on rule- or signature-based 

approaches, which are inflexible and cannot detect new or evolving threats in dynamic cyber-

physical systems (CPS) environments, thereby complicating their management [7], [8]. 

Moreover, these traditional methods are not suitable for receiving large and fast data streams 

and addressing real-time processing needs. They are also restricted to scales of constant updates 

to be effective in resisting new attack vectors and therefore do not scale well, which is a 

limitation to their usefulness. 

The techniques based on machine learning have also enhanced the problem of anomaly 

detection as it provides the capability of detecting abnormal behavior early, which allows it to 

be analyzed in a predictive fashion. However, there is the risk that they might be implemented 

at the price of high compute cost, increased power consumption, and an overall deterioration 
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of the system. performance [9], [10]. Additionally, there is one more disadvantage: the issues 

of dependence on labels. It lacks data, has low scalability, and shows limited generalisation to 

real-life CPS settings, which limits their ability to handle a multiplicity of varied and variable 

situations. 

In order to overcome the weaknesses, there have been advanced proposals of hybrid 

architectures. Hybridising techniques of network perceptive learning on the boundary and 

computational support of the cloud. Such systems have the capability to enhance the work of 

detection both by low-latency processing at the edge, coupled with the application of the cloud 

to provide large-scale model training and optimisation. Along with these benefits, these 

strategies come with other challenges, such as resource, complexity, and overheads of systems, 

which need an effective design and integration strategy to succeed in achieving a practical and 

scalable implementation [11–15]. 

Table 1 presents a comparative analysis of existing anomaly detection approaches in cyber-

physical systems (CPS), highlighting their key characteristics and limitations. The comparison 

emphasises the need for an integrated deep learning–based edge-cloud framework to improve 

scalability, accuracy and real-time performance. 

Table 1: Comparison of Existing Anomaly Detection Approaches 

Framework Type Core Focus Key Limitation Reference 

Rule-based systems Signature-based detection Low adaptability [7] 

Cloud-based analytics Centralized processing High latency [8] 

ML-based detection Pattern classification Limited scalability [9] 

Deep learning models Complex feature learning High computational 

cost 

[10] 

Edge-based detection Local real-time processing Resource constraints [11] 

Distributed systems Parallel anomaly detection Network dependency [12] 

Hybrid ML-edge 

models 

Combined efficiency and 

speed 

System complexity [13] 

IoT-based security Sensor-level anomaly 

detection 

Data heterogeneity [14] 

Intelligent CPS models Adaptive threat detection Implementation 

complexity 

[15] 

3 Problem Statement & Research Objectives 

 

The cyber-physical system (CPS) networks are becoming progressively more complex, and the 

high-volume generation of real-time traffic leads to significant load on processing requirements 

and response time. Large data loads reduce analysis speed and introduce delays, which can 

hinder timely identification of abnormal behaviour. Most of the current strategies do not suffice 

because they are unable to provide accuracy as they adapt to the needs of speed and scalability. 
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This decreases the level of system trust since it is not detected on time. Moreover, new forms 

of attacks are bound to arise and evolve, and the old style of dealing with threats is no longer 

effective at managing the dynamic, shifting threat landscape. Learning mechanisms become a 

must in such a situation. The systems should be in a position to adjust in a fast way and 

recognise irregularities in a precise way, even in circumstances that are constantly evolving. 

Research Objectives: 

● To develop a deep learning–based anomaly detection framework for CPS  

● To efficiently analyse network traffic data in real time  

● To design adaptive detection mechanisms using edge-cloud integration  

● To improve detection accuracy, reduce latency, and enhance system stability 

4 Proposed Methodology 

It is implemented by first applying deep learning to edge devices together with cloud 

intelligence in identifying anomalies in the CPS networks. In the first stages, the network data 

is continuously gathered, and then it is preprocessed to draw meaningful features. The data are 

then subjected to neural network-based models in order to identify abnormalities in the 

network. Edge-based local processing makes processing faster and greatly shortens delays. 

Simultaneously, model training, optimisation, and scalability improvement workload and other 

computationally intensive tasks are addressed by cloud services. It functions in a dynamically 

changing network environment without having to reconfigure it manually. New information is 

added at any time, and model parameters are adjusted gradually based on observed anomalies. 

In case irregular patterns are identified, correction is done to enhance better detection over 

time. This is a constant and reactive process of learning that enables the system to adapt 

appropriately to changing cyber threats within the CPS environments. 

 

 

Fig.2. Architecture of the Proposed Framework 

Fig. 2 shows the model of the proposed deep learning–based network anomaly detection system 

in cyber-physical systems. It illustrates the sequence of data preprocessing and feature 
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extraction, followed by deep learning–based analysis, along with edge and cloud processing 

for real-time detection and model optimisation. The architecture emphasises parallel 

processing and incorporates an adaptive feedback mechanism to ensure efficient and scalable 

anomaly detection. 

This equation is an embodiment of the conversion of raw data from network traffic into 

structured features. Vectors are applied in detecting anomalies, as indicated in the equation 

below. (1). 

 𝑆 = 𝑓(𝐷)  (1)  

Where 𝑆 is the feature vector, 𝐷 is the network dataset, and 𝑓(⋅) is the feature extraction 

function. 

This equation defines how the deep learning model generates anomaly predictions from 

extracted features, as shown in Eq. (2). 

 𝑃 = 𝐷𝐿(𝑆)  (2)  

Where 𝑃 is the prediction output, 𝐷𝐿 is the deep learning model, and 𝑆 is the feature vector. 

This equation calculates the error between actual and predicted outputs for model optimization, 

as shown in Eq. (3). 

 𝐿 =∣ 𝑦
𝑎𝑐𝑡𝑢𝑎𝑙

−𝑦
𝑝𝑟𝑒𝑑𝑖𝑐𝑡𝑒𝑑

∣   (3)  

Where 𝐿 is the loss value, 𝑦𝑎𝑐𝑡𝑢𝑎𝑙  is the actual label, and 𝑦𝑝𝑟𝑒𝑑𝑖𝑐𝑡𝑒𝑑 is the predicted output. 

This equation ensures that system constraints are satisfied during anomaly detection, as shown 

in Eq. (4). 

 𝐶 = ∑ 𝐶𝑖

𝑛

𝑖=1

  (4)  

Where 𝐶 is the constraint score and 𝑐𝑖 represents individual constraint parameters. 

This equation evaluates system risk based on network load and variations, as shown in Eq. (5). 

 𝑅 = 𝑓(𝑙, 𝑣)  (5)  

Where 𝑅 is the risk value, 𝑙 is the network load, and 𝑣 is a variation in traffic conditions. 

This equation measures the deviation between prediction loss and system constraints, as shown 

in Eq. (6). 

 𝐷 =∣ 𝐿 − 𝐶 ∣   (6)  

Where 𝐷 is the deviation, 𝐿 is a loss value, and 𝐶 is the constraint score. 

This equation computes system efficiency based on prediction performance, as shown in Eq. 

(7). 

 𝐸𝑓𝑓 = 𝑓(𝑃, 𝐿)  (7)  

Where 𝐸𝑓𝑓is system efficiency, 𝑃is the prediction output, and 𝐿 is a loss value. 

This equation evaluates overall system performance by combining multiple factors, as shown 

in Eq. (8). 

 𝑃𝐼 = 𝑤1𝐶 + 𝑤2𝐸𝑓𝑓 − 𝑤3𝑅  (8)  

Where 𝑃𝐼 is the performance index, 𝐶is the constraint score, 𝐸𝑓𝑓is efficiency, 𝑅is risk and 

𝑤1, 𝑤2, 𝑤3are weighting coefficients. 
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Algorithm 1: Deep Learning-Based Anomaly Detection 

Input: Network dataset 𝐷, system parameters 

Output: Predictions 𝑃, performance metrics (Acc, Eff, Latency, PI) 

1. Acquire network data 𝐷⊲ Collect raw traffic data from CPS networks  

2. Extract features: 𝑆 ← 𝑓(𝐷)⊲ Eq. (1): construct feature vector  

3. Generate prediction: 𝑃 ← 𝐷𝐿(𝑆)⊲ Eq. (2): apply deep learning model  

4. Compute prediction loss: 𝐿 ←∣ 𝑦𝑎𝑐𝑡𝑢𝑎𝑙 − 𝑦𝑝𝑟𝑒𝑑𝑖𝑐𝑡𝑒𝑑 ∣⊲ Eq. (3)  

5. Evaluate system constraints: 𝐶 ← ∑𝑐𝑖⊲ Eq. (4)  

6. Calculate system risk: 𝑅 ← 𝑓(𝑙, 𝑣)⊲ Eq. (5): evaluate network load and variation  

7. Determine deviation: 𝐷 ← 𝐿 − 𝐶⊲ Eq. (6): loss minus constraint score  

8. Compute system efficiency: 𝐸𝑓𝑓 ←
𝐶𝑜𝑟𝑟𝑒𝑐𝑡 𝑃𝑟𝑒𝑑𝑖𝑐𝑡𝑖𝑜𝑛𝑠

𝑇𝑜𝑡𝑎𝑙 𝑃𝑟𝑒𝑑𝑖𝑐𝑡𝑖𝑜𝑛𝑠
⊲ Eq. (7)  

9. Calculate performance index: 𝑃𝐼 ← 𝑤1𝐶 + 𝑤2𝐸𝑓𝑓 − 𝑤3𝑅⊲ Eq. (8)  

10. Update system parameters and optimize decisions ⊲ adaptive feedback loop 

5 Experimental Setup 

Performance is measured by the effectiveness of the proposed system in live cyber-physical 

networks, where the system's ability to detect anomalous events, response speed, and stability 

are key factors. Variable traffic loads are used to recreate realistic conditions rather than by 

using fixed settings, and varying attack scenarios are also used in combination with the traffic 

loads. They utilise a dataset of about 10,000 traffic records, including data packet size, session 

time, communication protocols, and link conditions. The data is first normalised, useful 

features are obtained, and noise is eliminated, and the data is then divided into training and 

validation. The results of the training process in terms of accuracy, cost of processing, latency, 

and behaviour patterns are realised and monitored in a changing environment. Moreover, 

abnormal events such as intrusion attempts or sudden changes, such as spikes in network 

traffic, are included in the tests to assess how effectively the system detects abnormalities in a 

realistic, dynamic environment. 

 

Fig.3. Experimental Setup of the Proposed Framework 
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Fig. 3 illustrates the experimental setup used to evaluate the proposed deep learning–based 

anomaly detection system. It presents the process from dataset preparation and preprocessing 

to model training, testing, and performance evaluation, along with a feedback mechanism for 

optimization. The setup ensures proper validation through distinct training and testing phases 

and evaluates system performance under varying network conditions. 

6 Dataset 

The dataset used to analyse the suggested deep learning-based anomaly detection system is a 

standard benchmark intrusion detection dataset, comprising both normal and malicious 

network traffic [16], [17]. These datasets provide a wide variety of features, including packet 

sizes, flow durations, protocol types, and connection states, and enable detailed study of 

network activity. Such benchmark datasets are used to ensure that performance is properly 

assessed and can be compared with existing practices in a realistic cyber-physical system (CPS) 

environment. 

Table 2 presents the experimental tasks and corresponding modules used to evaluate the 

proposed deep learning–based anomaly detection framework. It outlines the functional 

components, expected outputs, and dataset size considered for performance analysis in cyber-

physical systems. 

Table 2: Experimental Tasks and Evaluation Metrics 

Experimental Task Module Used Output Result Dataset Size 

Network Monitoring Data acquisition module Real-time traffic data 10,000 

Data Preprocessing Preprocessing unit Cleaned feature dataset 10,000 

DL Processing Deep learning engine Detection accuracy (%) 10,000 

Anomaly Detection DL model Intrusion and anomaly 

alerts 

10,000 

Performance Evaluation Evaluation module Efficiency, latency, 

stability 

10,000 

 

7 Results and Performance Evaluation 

The proposed system is compared with existing traditional and machine-learning-based hybrid 

systems, beginning with an introduction to the project, with the major metrics being accuracy, 

speed, response time, reliability, and overall system performance. The findings indicate a 

significant increase in the results of the integration of deep learning and edge-to-cloud 

processing. Detection of anomalies is improved with lower consumption of computational 

resources and processing delay. The system can be adaptive in real-time cyberspace and 

physical environments, as it can operate under a range of network conditions in a stable manner. 
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Fig.4. Accuracy Comparison of Different Models 

Fig. 4 presents the comparison of prediction accuracy among different models. The proposed 

deep learning-based architecture achieves the highest accuracy, 93.6%, compared with other 

approaches. The performance of traditional (74.2%), ML-based (87.5%), and hybrid (90.1%) 

models is also indicated for comparison. This improvement highlights the effectiveness of deep 

learning in capturing complex network patterns for anomaly detection. 

 

Fig.5. Efficiency Comparison of Different Models 

Fig. 5 presents the efficiency comparison of different models. The proposed system is able to 

attain an efficiency of 90.2%, which is higher than traditional (71.8%), ML-based (84.6%), and 

hybrid (88.3%) models. This enhancement means there is more optimised processing, which 

has reduced the computational cost of the proposed form. 

Table 3 presents a comparative study of traditional, ML-based, hybrid and proposed models 

using key performance metrics such as accuracy, efficiency, latency, stability and performance 

index. The results indicate the effectiveness of the proposed deep learning system in enhancing 

overall system performance. 

Table 3: Performance Comparison of Different Models 
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Model Accuracy 

(%) 

Efficiency 

(%) 

Latency 

(ms) 

Stability Performance 

Index 

Traditional 74.2 71.8 330 0.66 0.70 

ML-Based 87.5 84.6 250 0.80 0.81 

Hybrid 90.1 88.3 215 0.84 0.86 

Proposed 93.6 90.2 182 0.89 0.91 

 

 

Fig.6. Latency Analysis of Different Models 

Fig. 6 shows the latency comparison of various models. The designed framework will be 

minimised. Latency of 182ms versus 330ms of traditional models, ML and hybrid models, 

which log the latter. The time of 250ms and 215ms, respectively, which allows detection in 

real-time. This cut is such that there is a guarantee that CPS contains network anomalies that 

are spotted and resolved speedily. 

 

Fig.7. Stability Analysis of Different Models 
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Fig. 7 presents the stability comparison under varying conditions. The proposed model 

achieves a stability value of 0.89, which is higher than traditional (0.66), ML-based (0.80), and 

hybrid (0.84) models, ensuring consistent system performance. This improvement reflects 

enhanced robustness under dynamic and uncertain network conditions. 

Table 4 gives a comparative study between the stability of the systems, the latency at which 

the system can compute, and the data processing capability between the various models. It 

shows how effective the proposal can be designed in ensuring that latency is reduced and 

processing efficiency is enhanced. 

Table 4: Efficiency and Latency Comparison 

Model Stability Latency (ms) Data Processing Level 

Traditional 0.66 330 Low 

ML-Based 0.80 250 Medium 

Hybrid 0.84 215 Medium 

Proposed 0.89 182 High 

 

 

Fig.8. Scalability Analysis of Proposed Framework 

Fig. 8 shows how the proposed system scales with increasing dataset size. As the dataset grows 

from 2,000 to 10,000 samples, the accuracy improves from 86.1% to 93.6%, being of high 

adaptability and strength. This legitimizes the capacity of the framework to have large scale 

network data. 
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Fig.9. Performance Index Comparison of Different Models 

Fig. 9 shows the comparison of the overall performance index. The proposed framework 

achieves the highest value of 0.91 compared to traditional (0.70), ML-based (0.81), and hybrid 

(0.86) models, demonstrating balanced improvement across all metrics. This justifies the 

effectiveness of the integrated deep learning and edge-cloud solution. 

8 Conclusion and Future Work 

The developed anomaly detection model for the cyber-physical system achieves 93.6% 

accuracy, 90.2% efficiency, 182ms latency, a stability rating of 0.89, and a performance index 

of 0.91. Using edge devices that can be integrated with cloud resources reduces response time, 

provides scalability, and enables the system to manage different workloads with higher 

capacity. The system is efficient at adapting to other evolving network standards without any 

loss of performance. Future development involves conducting large-scale real-world testing, 

developing further architectural enhancements, and improving system resilience across large-

scale networks. Also, the focus will be on making AI-based decisions more interpretable to 

build greater trust in anomaly detection. Distributed learning methods can also be extended to 

enable model training across multiple locations without transferring raw data. Lightweight 

model ports may also be developed and deployed on resource-constrained edge devices. The 

system will be successful in combating new cyber threats because continuous updates and 

changes will be made over time. 
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